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Using this guidance
This Best Management Practice (BMP) is designed 
to support a structured approach to threat and risk 
assessment in the maritime environment. It offers 
the reader guidance on the following areas:

1. Understanding maritime security threats: 
insights on known threats and where to access 
additional information.

2. Threat and risk assessment: methods for 
identifying and evaluating threats and risks.

3. Planning: steps to consider when planning a 
voyage or offshore activity.

4. Mitigation: measures to reduce or eliminate 
identified risks.

5. Incident response: actions to take in the event 
of a security incident.

6. Post-incident considerations: steps to follow 
an incident, including recovery and analysis.

7. Global reporting and information centers: 
resources for reporting incidents and obtaining 
real-time information.

8. Seafarer welfare support: aiding the  
well-being of crew members by outlining 
support available to them.

BMP is arranged in a structured manner, with a 
navigation toolbar at the bottom of each page 
that allows readers to easily move through the 
document and access key references. As security 
threats in the maritime domain are constantly 
evolving, external signposts are included to guide 
the reader to sources for up-to-date information 
and data.

Users are encouraged to seek a comprehensive 
understanding of the maritime environment, and 
the security risks that may be faced. This includes 
using all available resources as part of the ongoing 
threat and risk assessment process.

Conclusion
By following the BMP, both companies and 
seafarers can minimise the risk of maritime security 
incidents, ensuring better protection against 
emerging threats and improving overall safety.

Users are encouraged to seek a 
comprehensive understanding of 
the maritime environment, and the 
security risks that may be faced
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Specific virtual threats

GNSS jamming and spoofing
Jamming disrupts GNSS signals, while spoofing 
provides false signals to deceive navigation systems.

a. Jamming is usually caused by interference to 
the signals at GNSS frequencies. Intentional 
jamming is designed to overpower the very 
weak GNSS signals received. Experience has 
shown military jammers have a disabling effect 
in areas of conflict. 

b. Spoofing is the provision of like signals, 
transmitted locally and coded to fool a receiver 
to think it is somewhere it is not. A GNSS 
spoofing attack attempts to deceive a GNSS 
receiver by broadcasting incorrect GNSS signals.  
These spoofed signals may be modified in such 
a way as to cause the receiver to estimate its 
position to be somewhere other than where it is, 
or to be located where it is but at a different time, 
as determined by the attacker.

c. Deliberate AIS spoofing occurs when a ship 
transmits incorrect AIS data. The AIS data is 
manipulated to show the ship in one location 
when in fact it is operating in another. Fake 
AIS signals have been observed for ships that 
appear on navigational systems but do not exist. 

Navigators should compare all electronic data, and 
especially AIS, with other information sources to 
detect spoofing attempts.

Disinformation
Disinformation or false information spread by 
VHF broadcasts, targeted emails and social and 

mainstream media creates unease across the 
maritime community. False threats indicating  
ships will be targeted cause crew anguish. Third 
parties may impersonate authorities to obtain 
information from the ship. Care should be taken  
to verify all statements received with the 
appropriate authorities. 

Disinformation or false 
Information spread by VHF 
broadcasts, targeted emails 
and social and mainstream 
media creates unease across 
the maritime community
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The threat and risk assessment forms the 
foundation for ship mitigations and layered 
defence strategies. This section provides an 
overview of threat and risk assessments, while 
hardening measures are detailed in section 5. 
The process starts with a threat assessment and 
works through each subsequent layer towards 
ship control and safety. 

A threat assessment 
should cover all security 
threats relevant to the 
voyage or offshore 
activity. It is crucial to 
incorporate the latest 

threat advice in every threat assessment before a 
voyage or offshore activity. Refer to annex A and 
industry website www.maritimeglobalsecurity.org for 
security threat information and source references.

Threat and risk assessment

Threat assessment

Risk assessment

Threat detection

First layer of defence

Second layer of defence

Third layer of defence
SHIP CONTROL 
AND SAFETY

Threat assessment

http://www.maritimeglobalsecurity.org/
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A Vessel Hardening Plan (VHP) should be created 
based on the risk assessment, outlining mitigation 
measures needed to reduce risk to As Low As 
Reasonably Practicable (ALARP). The VHP can 
be a standalone document, part of company 
procedures, or included in the SSP.

All voyages and offshore activities require thorough 
advance planning using all available information. 
Maritime threats are dynamic, making it essential to 
have a detailed threat and risk assessment for each 
voyage and activity.

Further guidance on risk assessments and  
how to develop a VHP can be found at  
www.maritimeglobalsecurity.org. 

All voyages and 
offshore activities 
require thorough 
advance planning 
using all available 
information

http://www.maritimeglobalsecurity.org/
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These considerations and documentation 
requirements ensure that the engagement of PMSCs 
is conducted within legal frameworks and does not 
compromise the ship’s insurance coverage. 

Refer to the PMSC guidance paper at  
www.maritimeglobalsecurity.org.

Security Escort Vessels

West Africa – Security Escort Vessel  
(SEV) considerations
SEVs are privately contracted vessels used to 
escort/protect ships usually within the EEZ and 
territorial waters of a coastal state. The intent is for 
the presence of embarked military and security 
personnel onboard an SEV to discourage piracy 
and criminal attacks. 

When selecting an SEV, compliance and assurance 
checks with the PMSC/SEV provider should include:

1. SEV classification details: obtain recent dated 
photographs of the SEV.

2. Certificate of Ownership and Registry: request 
the SEV’s official documents.

3. Maintenance report: request the SEV’s latest 
maintenance report or, if sub-chartered, the 
PMSC’s due diligence audit report.

4. Evidence of recent sea trial: obtain an AIS 
screenshot of a recent escort showing the 
SEV’s speed, date and coordinates.

5. MoU and Service Agreement: where required 
request a copy of the Memorandum of 
Understanding between the Navy and the 
SEV operator under which the SEV operates, 
along with the PMSC’s Joint Venture Service 
Agreement with the SEV owner/provider.

6. National Navy approval: request a copy of the 
appropriate Navy approval letter or email for 
Navy personnel to operate on the SEV.

7. Insurance documents: obtain a copy of both 
the SEV’s hull insurance and the PMSC’s liability 
insurance.

8. Master’s feedback: request recent feedback 
on the SEV’s last escort performance.

9. OVID certificate or CMID: obtain an Offshore 
Vessel Inspection Database certificate or 
Common Marine Inspection Document.

10. Routing: the PMSC should provide a  
threat assessment for the route and SEV 
rendezvous point. 

It should be noted that the use of onboard private 
armed security teams may be prohibited within 
some jurisdictions.

http://www.maritimeglobalsecurity.org
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Incident response
There are a variety of security incidents a ship 
could encounter when transiting a threat area, and 
a proportionate and dynamic response is critical 
in mitigating their potential impacts. The following 
sections explain the measures that should be 
applied by shipboard personnel in the event of 
specific maritime security incidents. The threats 
described have all been encountered by ships in 
recent years.

General guidance

Ships should have well practiced plans for 
emergency response to security incidents. Ships 
should refer to the bridge cards for initial actions.

When operating in an area of conflict, emergency 
response should be conducted using normal 
response processes with military or private 
security incorporated into the response to provide 
appropriate support.

Illegal boarding

Attackers will approach the ship with an intent 
to board from the sea. The intent of such attacks 
varies; pirates will typically seek to kidnap seafarers, 

while others such as military or paramilitary 
personnel may seek to hijack ship and crew for 
political gain. Despite these differing motivations, 
the characteristics of such attacks are similar, as 
are the recommended mitigation measures. 

Attackers from sea typically open fire as they 
approach the ship to induce fear and get the ship to 
slow down or stop. Use any available time to activate 
additional protective measures and plans. This 
signals to the attackers that the ship is prepared.

Approach stage
Effective and properly equipped lookouts are the 
best aid in identifying the nature of an attack. The 
threat profile of attacks may initially look similar, and 
it may not be until the attacking ship is close that 
the nature of the attack becomes apparent. In all 
cases, the following steps should be taken:
1. Increase speed: if not already at full speed, 

increase to maximum to open the distance. 
2. Steer straight: maintain a straight course to 

sustain maximum speed.
3. Initiate emergency procedures: activate the 

ship’s emergency procedures.
4. AIS considerations: implement the Automatic 

Identification System policy. 
5. Emergency communication: activate the 

emergency communication plan, sound 

the emergency alarm, and make an attack 
announcement per the ship’s emergency 
communication plan.

6. Mayday call: make a mayday call on VHF 
Channel 16. Send a distress message via the 
Digital Selective Calling (DSC) system and 
recognised mobile satellite service, as applicable.

7. Activate SSAS: ensure the Ship Security Alert 
System is activated.

8. Report the attack: immediately report the 
attack to relevant authorities.

9. Security Escort Vessel: if accompanied by an 
SEV, consider its speed capabilities and ability 
to keep up. A decision to stay or leave, with the 
SEV should be considered.
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Good lookout is essential. All crew 
and PCASP alerted. Attempt to 
communicate with appraoching boat. 
If time permits send DISTRESS call. 

PCASP will act in accordance 
wth the RUF. Prepare to move 
crew to a safe muster point 
above the waterline.

Be at full speed.  
PCASP likely to  

present warnings.

Crew move to safe 
muster point.

1nm

1500m

1000m

500m

25 knots 15 knots

150 secs 240 secs

75 secs 120 secs

If a WBIED is anticipated, the time to react is 
very short. The figure below gives an example 
of possible reaction times.
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Limits of Maritime Security Charts

Q6110
Mediterranean

Sea

Q6111
Persian Gulf  
Arabian Sea

Q6113
Singapore to  

Papua New Guinea
Q6144

West Africa  
including

Gulf of Guinea

Q6099
Red Sea  

Gulf of Aden  
Arabian Sea

Q6112
Karachi to  
Hong Kong

https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
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https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
https://www.admiralty.co.uk/charts/planning-charts/maritime-security-charts
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Befrienders Worldwide (BW) are very familiar 
with the unique realities of life at sea. If seafarers are 
missing home, fatigued from working long days, or 
experiencing a crisis, help is available. BW is a global 
charity with over 400 help centres across five 
continents, providing confidential, compassionate, 
and non-judgmental support – free of charge. 

If you or someone you know needs support, go to:  
Seafarer support:  
befrienders.org/befrienders-worldwide-seafarers  
Befrienders Worldwide: befrienders.org

The International Christian Maritime Association 
(ICMA) is a worldwide association of 27 Christian 
charities dedicated to the service of seafarers, 
fishers and their families. icma.as

The International Seafarers’ Welfare and 
Assistance Network (ISWAN) is an international 
not for profit maritime organisation that works 
to improve the lives of seafarers and their 
families with services, resources, strategies and 
advocacy. ISWAN operates SeafarerHelp – a free, 
confidential, multilingual helpline for seafarers and 
their families. The service is available 24 hours a 
day, 365 days a year.

Phone: +44 (0)20 7323 2737 (request a call 
back): iswan.org.uk/get-support/seafarers/
request-a-call-back/
Email: help@seafarerhelp.org
Live Chat: via iswan.org.uk/seafarerhelp
WhatsApp: +44 7909 470732
Facebook: facebook.com/seafarerhelp
SMS: +44 7860 018538
Skype: info-seafarerhelp.org
ВКон&а(&): vk.com/seafarerhelpclub
Website: iswan.org.uk/seafarerhelp

The Maritime Wellbeing programme offers 
practical tips, tools and strategies for how to 
improve and raise awareness of mental and 
physical health. maritimewellbeing.com

The Mission to Seafarers is the largest provider of 
port-based welfare services, working in 200 ports 
across 50 countries supporting men and women 
working at sea. In addition, to their free services 
of Wi-fi, respite and transportation, their chaplains 
are trained in post-trauma counselling and are 
able to provide immediate support post attack 
or crew release, as well as connect with relevant 
professional services in the seafarers home country. 
There are two main email addresses for crew 
assistance: crewhelp@mtsmail.org and infomanila@
missiontoseafarers.org – the latter being their Family 
Support Network in the Philippines.

Sailors’ Society is a 200-year-old global maritime 
welfare charity supporting seafarers and their families 
in need, day and night, 365 days a year. Its international 
team of chaplains is always at the end of the phone or 
chat message to give comfort, advice on the charity’s 
emergency grants and provide crisis response.

Their 24/7 Crisis Response Network and helpline 
provides care and support to seafarers, their families 
and shipping companies following critical incidents 
such as piracy, accident, and natural disasters. 

The Society also offers seafarers a MyWellness 
e-learning app.sailors-society.org

The Seafarers Hospital Society is dedicated to 
maintaining the health, welfare and advice needs of 
seafarers of any nationality based in UK waters, and 
their families, through the provision of health and 
welfare grants. seahospital.org.uk

Stella Maris is the world’s largest ship visiting 
charity with a global network of over 1,000 
chaplains and volunteers based in 353 ports across 
57 countries. Via its extensive network, and its 
Centenary Emergency Fund, Stella Maris provides 
timely, seamless, and focused support to seafarers, 
fishers and their families affected by abandonment, 
bereavement, conflicts, and other crises.
stellamaris.org.uk

Annex B – Seafarer welfare support

https://befrienders.org/befrienders-worldwide-seafarers/
https://befrienders.org/
http://www.icma.as
https://www.iswan.org.uk/get-support/seafarers/request-a-call-back/
https://www.iswan.org.uk/get-support/seafarers/request-a-call-back/
mailto:help%40seafarerhelp.org?subject=
http://www.iswan.org.uk/seafarerhelp
https://www.facebook.com/SeafarerHelp/
https://vk.com/seafarerhelpclub
http://www.iswan.org.uk/seafarerhelp
http://www.maritimewellbeing.com
mailto:crewhelp%40mtsmail.org?subject=
mailto:infomanila%40missiontoseafarers.org?subject=
mailto:infomanila%40missiontoseafarers.org?subject=
https://www.sailors-society.org/mywellness
https://www.sailors-society.org/
https://seahospital.org.uk/
http://www.stellamaris.org.uk
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AIS  Automatic Identification System
ALARP  As Low as Reasonably Practicable
ASM  Anti-Ship Missile
AWNIS  Allied Worldwide Navigational Information System
BAM  Bab el Mandeb
BMP  Best Management Practice
CCC  Command and Coordination Centre
CCTV  Closed Circuit Television
CMID  Common Marine Inspection Document
CMF  Combined Maritime Forces 
CPA  Closest Point of Approach
CSO  Company Security Officer
DSC  Digital Selective Calling
ECDIS  Electronic Chart Display and Information System
ECP  Emergency Communications Plan
ECR  Engine Control Room
EU  European Union
EU MSC-IO  European Union Maritime Security Center – Indian Ocean
EUNAVFOR  European Union Naval Force
GNSS  Global Navigation Satellite System
GPS   Global Positioning System
GRP  Glass Reinforced Plastic
HOA  Horn of Africa
HQ  Headquarters
HSSE  Health, Safety, Security and Environment

IBF  International Bargaining Forum
IFC  Information Fusion Centre
IFC-IOR  Information Fusion Centre – Indian Ocean Region
IMB  International Maritime Bureau
IMO  International Maritime Organization 
INTERPOL  International Criminal Police Organisation 
IRTA  Industry Releasable Threat Assessment
IRTB  Industry Releasable Threat Bulletin
IRTC  Internationally Recommended Transit Corridor
ISC  Information Sharing Center
ISO  International Organization for Standardization
ISPS  International Ship and Port Facility Security 
JISG  Joint Industry Security Group
JMIC  Joint Maritime Information Center
JWC  Joint war Committee
KFR  Kidnap for Ransom
LM  Loitering Munitions
LRIT  Long-Range Identification and Tracking
MDA  Mine Danger Area
MDAT-GOG  Maritime Domain Awareness for Trade – Gulf of Guinea
MMCC  Maritime Multinational Coordination Centre
MoU  Memorandum of Understanding
MSC  Maritime Safety Committee
MSTC  Maritime Security Transit Corridor
MTA  Mine Threat Area

Abbreviations
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NATO  North Atlantic Treaty Organisation
NAVAREA  Navigation Area
NCAGS  Naval Cooperation and Guidance for Shipping
NSC  NATO Shipping Centre
OOW  Officer of the Watch
OVID  Offshore Vessel Inspection Database 
P&I  Protection and Indemnity
PA  Public Address
PAG  Pirate Action Group
PAST  Private Armed Security Teams
PCASP  Privately Contracted Armed Security Personnel
PMSC  Private Maritime Security Company
PPE  Personal Protective Equipment
RECAAP  Regional Cooperation Agreement on Combating Piracy  

& Armed Robbery against Ships in Asia
ROE  Rules of Engagement
RPG  Rocket Propelled Grenade
RUF  Rules for the Use of Force
RV  Rendezvous
SATCOM  Satellite Communications
SBM  Single Buoy Mooring
SEV  Security Escort Vessel
SOH  Straits of Hormuz
SOLAS  Safety of Life at Sea
SPM  Ship Protection Measures
SSA  Ship Security Assessment
SSAS  Ship Security Alert System
SSO  Ship Security Officer

SSP  Ship Security Plan
STS  Ship to Ship
TSS  Traffic Separation Scheme
UAV  Unmanned Aerial Vehicle
UKHO  United Kingdom Hydrographic Office
UKMTO  United Kingdom Maritime Trade Operations
UNCLOS   United Nations Convention on the Law of the Sea
USV  Uncrewed Surface Vehicle
UUV  Unmanned Underwater Vehicle
UXO  Unexploded Ordnance
VDR  Voyage Data Recorder
VHF  Very High Frequency
VHP  Vessel Hardening Plan
VMS  Vessel Monitoring System
VPD  Vessel Protection Detachment
VRA Voluntary Reporting Area
WBIED Water-Borne Improvised Explosive Devices
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